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1. Purpose
This policy states how [Company] protects the confidentiality, integrity and availability of its information and IT systems, and commits management to an information security management system (ISMS) that meets the requirements of ISO/IEC 27001.
2. Scope
All information, IT systems, premises and people of [Company] – employees, contractors and suppliers who have access – at [locations]. Exclusions: [none / describe and justify].
3. Information security objectives
· Protect customer and company information against unauthorised access, change and loss.
· Keep critical IT services available: target [99.5]% availability for [systems], measured monthly.
· Detect, report and respond to security incidents; serious incidents are contained within [4] hours.
· Meet legal, regulatory and contractual requirements.
· Improve continually: objectives are measured and reviewed at least once a year in the management review.
4. Principles
· Information is classified as [Public / Internal / Confidential / Restricted] and handled according to its class.
· Access is given on a need-to-know basis with the least privilege needed, and reviewed regularly.
· Information security risks are assessed at least once a year and after major changes; the treatment is recorded in the risk register and the Statement of Applicability.
· IT systems are kept supported, patched, protected against malware, backed up and monitored.
· Suppliers and cloud services that handle our information meet agreed security requirements.
· Everyone completes security awareness training when they join and every year.
· Security incidents and weaknesses are reported at once to [IT contact, e-mail, phone].
5. Roles and responsibilities
	Role
	Responsibilities

	Top management
	Approves this policy and the objectives, provides resources, chairs the yearly management review.

	Information Security Officer – [Name]
	Runs the ISMS, keeps policies current, reports on security performance and incidents.

	IT team
	Operates the technical controls: access, backups, patching, malware protection, monitoring.

	Managers
	Make sure their staff know and follow the policies; approve access for their staff.

	All staff and contractors
	Follow the policies, protect the information they handle and report incidents.



6. Supporting policies and procedures
· Acceptable Use Policy
· Access Control Policy and Joiners, Movers and Leavers Procedure
· Password and Authentication Standard
· Backup and Restore Policy; IT Continuity and Disaster Recovery Plan
· Incident Response Procedure
· Patch and Vulnerability Management Procedure
· Change Management Procedure
· [others]
7. Compliance and exceptions
Breaches of this policy can lead to disciplinary action. Exceptions are approved in writing by [the Information Security Officer], with the risk assessed and an end date set.
8. Review
This policy is reviewed at least once a year and after significant changes, and approved again by top management.
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