Incident Response Procedure
[Company] · ISO/IEC 27001:2022 Annex A A.5.24, A.5.25
How to use this template: replace the yellow [fields], delete what does not apply to you, have the document approved, and store it where staff can find it. In Z9 Monitor, open Compliance, press Confirm on the control and note where the approved document is kept.
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1. Purpose
How [Company] reports, assesses, handles and learns from information security events and incidents.
2. Definitions
· Security event: something that may affect security – for example a monitoring alert, a suspicious e-mail or a failed sign-in burst.
· Security incident: an event that harms, or is likely to harm, the confidentiality, integrity or availability of information or systems.
3. Reporting
Everyone reports suspected incidents at once to [IT contact – e-mail, phone]. Alerts from monitoring (for example Z9 Monitor) go to [channel] and are checked by [on-duty IT] within [1] hour during working hours.
4. Assessment and classification
	Severity
	Examples
	Response

	Critical
	Ransomware, data breach of personal data, outage of [critical system]
	Incident manager at once; management informed within [1] hour

	High
	Compromised account, malware on a server, failed backups of critical data
	Start within [4] hours

	Medium
	Malware blocked on a PC, phishing clicked without credentials entered
	Within [1] working day

	Low
	Policy breach without impact, spam
	Within [5] working days



5. Handling
1. Record the incident in the incident log (number, time, who reported, what is affected).
1. Contain: isolate affected systems or accounts; keep evidence (see the Evidence Collection form).
1. Eradicate the cause and recover from clean backups; confirm the systems work normally.
1. Notify as required: management, customers, insurer, the data protection authority for personal data breaches ([deadline under the applicable law]), the national CERT.
1. Close the incident and hold a lessons-learned review within [10] working days for Critical and High incidents.
6. Contacts
	Role
	Name
	Phone
	E-mail

	Incident manager
	[Name]
	
	

	IT on duty
	[Name]
	
	

	Management
	[Name]
	
	

	Data protection officer
	[Name]
	
	

	IT support supplier
	[Company]
	
	

	Cyber insurance
	[Insurer, policy no.]
	
	



7. Records and review
Incidents are recorded in the incident log. This procedure is tested at least once a year (table-top exercise) and reviewed after every Critical incident.
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	Date

	[Name, title]
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