Backup and Restore Policy
[Company] · ISO/IEC 27001:2022 Annex A A.8.13
How to use this template: replace the yellow [fields], delete what does not apply to you, have the document approved, and store it where staff can find it. In Z9 Monitor, open Compliance, press Confirm on the control and note where the approved document is kept.
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1. Purpose
Data and systems of [Company] can be restored after deletion, corruption, ransomware or loss of hardware.
2. What is backed up
	System / data
	Tool
	How often
	Kept for
	Copies / off-site
	Encrypted
	Owner

	[All production VMs]
	[Veeam / Synology Active Backup]
	[Daily]
	[30 days + 12 monthly]
	[NAS + off-site / immutable copy]
	[Yes]
	[Name]

	[Microsoft 365]
	[tool]
	[Daily]
	[1 year]
	[cloud]
	[Yes]
	[Name]

	
	
	
	
	
	
	



3. Rules
· 3-2-1: at least three copies on two kinds of media, one off-site or immutable / offline.
· Backup systems use separate admin accounts with multi-factor authentication; backup credentials are not domain admin accounts.
· Backups are encrypted; the encryption keys are kept in [vault] and a copy is stored [off-site].
· Servers that need no backup are recorded with the reason (in Z9 Monitor: backup exception).
4. Monitoring
Every day [IT] checks failed jobs. Z9 Monitor lists every server without a recent restore point (older than [8] days) and alerts on failed jobs; gaps are fixed within [2] working days.
5. Restore tests
At least every [quarter] a sample of files and one whole VM are restored, and at least once a year a critical service is restored end to end. Results are recorded in the restore and DR test record.
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